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Abstract. In today’s swiftly emerging Industry 4.0 environment, sensors/devices, machines and components have digital twins
which are connected together enabling them to talk to each other. Factory operators can thus continuously capture machine
states/condition and combine it with information from other systems, analyze it and predict the optimal point in time at which
to initiate maintenance. This approach for maintenance generally called Condition-based Predictive Maintenance (CBPdM) can
pinpoint imminent outages well before they occur, significantly enriching business performance by avoiding lengthy production
outages.

CBPdM is among the major focus points of the Industry 4.0 and IIoT. Interoperability of the asset management systems is
crucial in achieving accurate diagnosis and prognosis as it can highly augment the data received from assets. The foundation
of an interoperability architecture are standards. Unfortunately, even after wider adoption of CBPdM in industry, to the best
of our knowledge there does not exist any reference architecture for it. This paper contributes by introducing Open Industrial
Interoperability Ecosystem (OIIE) architecture which is an outgrowth of several related industry standardization activities for
achieving standards-based interoperability. We illustrate how the architecture addresses the requirements of Industry 4.0 and
CBPdM with the help of a detailed use case.

Keywords: Condition-based predictive maintenance, CBPdM, Maintenance 4.0, Industrie 4.0, IIoT, OIIE, OSA-CBM, OSA-EAI

1. Introduction

Industry 4.0 introduces the concept of “smart in-
dustry” in which cyber-physical systems observe the
physical processes of the industrial plant and make
decentralized decisions. There is an increasing de-
mand from industry to maintain high levels of effi-
ciency in production while continuously giving feed-
back on equipment performance. The IIoT connects
machines and sensors and these linked resources send
rich data which can be used to improve collaboration

*Corresponding author. E-mail: karamjit.kaur@unisa.edu.au.

between performance, operations, and asset mainte-
nance [1]. Built on this connectivity, large amounts
of data emanating from connected sensors are aggre-
gated and analyzed to provide actionable insights and
ability to generate automated decisions [2]. The real-
time data access and derived intelligence is driven by
the ongoing, recurring flow of information and actions
between the physical and digital worlds also known
as the "physical-to-digital-to-physical loop" [3]. Data
from physical assets is digitalized and analyzed to gen-
erate insights which result in real-world physical ac-
tions. This loop allows harnessing of data and a pro-
active approach to determine future maintenance needs
and their urgency.
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Maintenance is one of the most prominent opera-
tions with major impact on business performance [4].
IIoT uses sensors and connected devices across the in-
dustry to make smart maintenance decisions based on
real-time accurate data which detects even slight de-
viations from the benchmark key performance indica-
tors (KPIs) [5]. A large number of companies are com-
bining the capabilities of IIoT and Big Data to predict
equipment malfunctions [6, 7]. The accuracy of fore-
cast is further getting more precise with improved Ar-
tificial Intelligence (AI) techniques and machine learn-
ing tools.

To achieve these smarter maintenance systems, the
data received from IIoT devices cannot be simply
stored in a data lake and analyzed independently of
other information that may impact the results. Rather,
the data must be linked to and processed within its
wider context. Configuration of the entire system, par-
ticularly the management of change, becomes critical
for ensuring data is being processed in the correct con-
text [8].

For example, the measurement values from a sensor
may be subject to drift over time, so it becomes im-
portant for analytics systems to know when the device
was last calibrated to allow them to compensate, such
as to identify and adjust for a false alarm state. This
is not the only relevant contextual information, other
information includes (but is not limited to): which de-
vice made the measurement, what version of the soft-
ware/firmware was installed, where the measurement
was taken (both physical and logical location), how the
measurement was processed (e.g., for virtual sensors),
when the device was last calibrated, and what are the
(expected) properties of the sensor/device/asset. No
single system of an enterprise typically tracks all of
this information, instead it is scattered between dif-
ferent systems of record. To utilize this data effec-
tively it needs to be shared between systems, systems
of systems, and enterprises, which can only be done by
achieving interoperability across systems at different
levels.

The ideal way to achieve this kind of interoperabil-
ity is through the use of (open) standards. This is made
difficult, however, due to the number of standards for
(or applicable to) industrial interoperability in exis-
tence (each with a different focus), the adoption of
different standards in areas of industry, the evolution
of standards to fulfill the requirements of their user-
bases, the inconsistencies of overlaps and gaps left
when combining standards, and a lack of agreement
between users of different standards.

In this paper we introduce the OIIE (Open Indus-
trial Interoperability Ecosystem) Architecture that ties
these different standards together in a coherent fash-
ion to support interoperability between systems, sys-
tems of systems, and enterprises. Different standards
are incorporated and applied where and when they are
appropriate based on requirements and adoption by in-
dustry (or industry segment). We show how the ar-
chitecture fulfills the requirements and principles of
Industry 4.0 (as described by [9]). We then illustrate
how this architecture can be used to support CBPdM
through an OIIE use-case that will be validated in the
upcoming OGI Pilot (Oil & Gas Interoperability Pi-
lot), which has gone through several iterations devel-
oping and validating use-cases to address key industry
requirements. The CBM (applicable generally, not just
CBPdM) use case describes data exchanges1 across the
CBM process: from acquiring sensor data, to identify-
ing alarm states and events, performing health assess-
ments, diagnostics/prognostics, generating advisories
for maintenance actions, and the performance of said
maintenance while maintaining consistency of the con-
textual information in which the sensor data is created
(i.e., configuration updates).

2. Asset Maintenance Strategies

Multiple maintenance strategies are currently in
place to keep the equipment running at peak efficiency,
ranging from reactive to pro-active strategies. The sim-
plest one is failure-driven maintenance which is a reac-
tive and unplanned maintenance approach and is car-
ried out only after the occurrence of a malfunction, or
breakdown of equipment [10]. Run-to-failure mainte-
nance is suitable if the total cost of repairing equip-
ment after breakdown is less than the cost of perform-
ing other types of maintenance on the equipment be-
forehand, but is unsuitable where equipment failure re-
sults in significant production loss. Time-based main-
tenance (a.k.a. periodic preventive maintenance) is a
planned maintenance that is regularly performed while
the equipment is still working to lessen the likelihood

1The OIIE focuses on getting data to where it needs to be, not the
processing that takes place within the interconnected systems. This
allows vendors to implement their own functionality while allowing
them to participate in the ecosystem and allows end-users to choose
their desired components from different vendors (and possibly inter-
nal implementations) while ensuring interoperability between their
choices.
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of it failing or breaking down unexpectedly [11]. It
is based on either mean time between functional fail-
ures (MTBF) or machine usage because in most cases
similar machines exhibit predictable failure rates when
averaged over a long time.

Instead of running a part until failure (failure-driven
maintenance), or replacing a good part which may
have life left (time-based maintenance), Condition-
based Predictive Maintenance (CBPdM) performs re-
pairs only when needed or just before. Benefits as-
sociated with CBPdM are: less equipment downtime,
fewer urgent work-order requests, lower maintenance
costs, enhanced asset performance, considerably im-
proved asset reliability, overall enrichment of the busi-
ness performance and better budget planning. A de-
tailed comparison of CBPdM with time-based main-
tenance and its benefits over the latter based on prac-
tical factors is provided in [12]. Limitations of time-
based maintenance methods of equipment and the ad-
vantages of predictive maintenance techniques in an-
ticipating the onset of equipment failure is discussed
in [13]. An overview of the preventive and condition-
based maintenance techniques with emphasis on how
these techniques achieve maintenance decision mak-
ing is provided in [14]. The authors concluded that
CBPdM is more realistic based on the fact that 99% of
equipment failures are preceded by indications about
occurrence of failure.

The most advanced form of maintenance is pre-
scriptive maintenance which builds on CBPdM as it
provides further guidance on how to carry out the
maintenance task in addition to telling what to do
[15]. Prescriptive maintenance strategies extensively
use advanced data processing and visualization tech-
niques such as graph analysis, simulations, neural net-
works, complex event processing, heuristics and ma-
chine learning [16]. These tools provide the capabil-
ity to calculate the timing and effect of failure, thus,
determining the priority and urgency of the mainte-
nance activity. In addition, these techniques are sup-
plemented by prescription of guidance for the repair
activity. For example, providing a pre-defined Solution
Package2, or a pre-planned work order along with the
request for work to be sent to the Maintenance Man-
agement System (MMS). Both CBPdM and prescrip-
tive maintenance are based on the use of IIoT con-
cepts. Prescriptive maintenance is relatively new and
less adopted by the industry due to its inherent com-

2http://www.mimosa.org/oiie-use-case-7

plexity [17]. Prescriptive maintenance is the future of
maintenance strategies, but currently CBPdM is gain-
ing wider acceptance in the industry. In this paper, we
are focusing on the CBPdM, although achieving pre-
scriptive maintenance using OIIE architecture is our
long term goal.

According to The U.S. Department of Energy, im-
plementing predictive maintenance results in the re-
ducing the maintenance costs by 30%, the elimination
of breakdowns by 70% and the reduction in downtime
by 40% for Oil & Gas companies [18]. Oil & Gas
companies particularly benefit from applying predic-
tive maintenance solutions. Physical inspection of oil
& gas production equipment requires personnel to go
into hazardous environment to examine the equipment,
which in some cases is not feasible. CBPdM allows oil
& gas companies to identify potential failures and in-
crease the production of highly critical assets [19]. It
drastically improves technical support by catching er-
rors that no humans can see and increases the safety of
workers.

Recently, organizations have adopted CBPdM where
maintenance is carried out according to the need in-
dicated by the equipment condition, enabling mainte-
nance managers to better predict a possible breakdown
event based on current and historical data [20]. This
proactive approach is more data-driven and analyti-
cal in nature as compared to the previous approaches.
CBPdM is among the major focus points of the Indus-
try 4.0 and IIoT initiatives [21] and is also popularly
known as Maintenance 4.0 mainly because of its ap-
plicability to Industry 4.0 [22]. Maintenance 4.0 forms
a subset of smart manufacturing systems which are au-
tonomous in their operation, capable of predicting fail-
ures and triggering maintenance activities. These sys-
tems are comprised of smart equipment in form of em-
bedded or cyber-physical systems forming the digital
twin of physical assets.

Leveraging condition monitoring to achieve near
zero defects, near zero down-time, and automated de-
cision making requires the implementation of capa-
bility to generate world class diagnostics, prognos-
tics, and advisories [23]. While diagnostics help iden-
tify the cause of failures or deviations from accept-
able performance parameters, prognostics aim to pre-
dict potential issues and their cause before they oc-
cur to allow them to be resolved before they adversely
affect the operations of the enterprise. Such analyses
can be based on a combination of condition and oper-
ations data—e.g., using sensors measuring the condi-
tion of a piece of equipment as well as sensors moni-

http://www.mimosa.org/oiie-use-case-7
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toring the primary products. Specific parameters such
as valve stiction and pump vibrations are monitored
using sensors, whose data is collected over time to es-
tablish a trend [24]. CBPdM has the ability to gen-
erate maintenance work advisories/recommendations
based on the analysis of measurements, events, and
alarms from control systems and condition monitoring
systems. To gain greater understanding about equip-
ment failure, it is vital for near real-time decision
support systems (such as Operational Risk Manage-
ment systems) to properly interact with the transaction
processing oriented business systems (such as EAM)
based on data/information feeds from true real-time
systems involved in monitoring and control to even-
tually generate maintenance work advisories for the
Maintenance Management Systems [25]. This interac-
tion must be facilitated by providing sustainable inter-
operability among these systems of systems.

Interoperability of the asset management systems
is crucial in achieving accurate diagnosis and prog-
nosis as it can highly augment the data received
from assets [26]. There does not exist any coher-
ent standards-based architecture for achieving inter-
operability among various components of an enter-
prise business system, supporting both intra- and
inter-enterprise interoperability, required to achieve
CBPdM. The OIIE-based architecture is at its core
an interoperability solution that enables devices and
systems to communicate effectively in both inter- and
intra- enterprise contexts using a variety of standards,
data models, and exchange protocols.

The industry is moving forward at a fast pace to reap
the benefits of the Industry 4.0 revolution, but unfor-
tunately standards bodies have not been able to keep
up with this pace [27]. Standards form the basis for
introducing new technologies and innovations, ensur-
ing that the products, components and services sup-
plied by different companies are mutually compatible.
Open standards are publicly available standards which
are easy to adopt and improve upon. Even after the
wider adoption of CBPdM in industry, to the best of
our knowledge there does not exist any standard frame-
work for it. MIMOSA has a history of developing and
publishing open systems architecture for condition-
based maintenance (CBM) and enterprise application
integration (EAI). The OIIE architecture for CBPdM is
built upon these well-adopted open-standards and ex-
tends them to utilize the potential offered by IIoT and
Industry 4.0.

Sensor/Transducer/Manual Entry

Data Acquisition (DA)

Data Manipulation (DM)

State Detection (SD)

Health Assessment (HA)

Prognostic Assessment (PA)

Advisory Generation (AG)

External
Systems,

Data
Archiving
and Block

Configuration

Technical
Displays and
Information

Presentation

Fig. 1. Data processing block diagram [from ISO-13374-1]

3. International Standards for CBM

In this section, we discuss various standards re-
lated to CBM and how MIMOSA is coalescing with
them. Table 1 lists various standards related to the
CBM approach. Due to space constraints, we will
only discuss the OSA-CBM and OSA-EAI standards
and how they have either implemented open standards
such as ISO-13374 or can complement open standards
like IEEE-1451. The Open System Architecture for
Condition-Based Maintenance (OSA-CBM) specifica-
tion is an open standards based architecture which
acts as a reference point for implementing condition-
based maintenance systems. It was developed in 2001
by an industry led team partially funded by the US
Navy through the DUST program [28]. The partic-
ipants ranged from industrial, commercial, to mili-
tary applications of CBM technology: Boeing, Cater-
pillar, Rockwell Automation, Rockwell Science Cen-
ter, Newport News Shipbuilding, and Oceana Sensor
Technologies. Applied Research Laboratory of Penn
State University and MIMOSA were the other promi-
nent contributors. It is now managed by the MIMOSA3

standards body and its version 3.1 was publicly re-
leased on August 1, 2006.

OSA-CBM is a robust non-proprietary standard
which added details of data structures and interface
methods for implementing the six blocks of function-
ality in a condition monitoring system defined by the
ISO-13374 standard (Condition Monitory and Diag-

3http://www.mimosa.org/

http://www.mimosa.org/
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Table 1
International standards related to CBM

Standards Description
IEEE 1451 Smart transducer interface for sensors and actuators
IEEE 1232 Artificial Intelligence Exchange and Service Tie to All Test Environment
ISO 13372 Condition monitoring and diagnostics of machines - Vocabulary
ISO 13373-1 Condition monitoring and diagnostics of machines - Vibration condition monitoring - Part 1. General procedures
ISO 13373-2 Condition monitoring and diagnostics of machines - Vibration condition monitoring - Part 2. Processing, analysis and presentation of vibration data
ISO 13374 MIMOSA OSA-CBM formats and methods for communicating, presenting and displaying relevant information and data
ISO 13380 Condition monitoring and diagnostics of machines - General guidelines on using performance parameters
ISO 13381-1 Condition monitoring and diagnostics of machines - Prognostics, general guidelines
ISO 14224 Petroleum, petrochemical and natural gas industries - collection and exchange of reliability and maintenance data for equipment
ISO 17359 Condition monitoring and diagnostics of machines - General guidelines
ISO 18435 MIMOSA OSA-EAI diagnostic and maintenance applications integration
ISO 55000 Asset management

nostics of Machines) as shown in Figure 1. OSA-CBM
has become the de-facto standard for CBM, encom-
passing the complete range of functions from data
collection through to the recommendation of specific
maintenance actions. U.S. Army and Navy have eval-
uated the OSA-CBM architecture as a part of their
global maintenance infrastructure [29, 30]. Accord-
ing to [31], MIMOSA OSA-CBM is the most evolved
CBM related standard.

OSA-CBM can be complemented when used in con-
junction with the IEEE 1451 smart transducer inter-
face standard which is an open standard for distributed
measurement and control. IEEE 1451 handles the in-
tegration of network sensors, while OSA-CBM han-
dles the integration of software components respon-
sible for condition monitoring [32]. Researchers have
implemented a distributed embedded condition mon-
itoring systems based on OSA-CBM standard, which
offers reusable software for a class of condition mon-
itoring applications [33]. Their open software frame-
work was developed using Java and RMI middle-ware,
whose application is validated on a distributed gearbox
condition monitoring system.

The Open Systems Architecture for Enterprise Ap-
plication Integration (OSA-EAI)4 is another standard
developed and managed by MIMOSA which defines
data structures for storing and progressing information
about all characteristics of equipment into enterprise
applications. It focuses on information integration of
asset life-cycle management (ALM) applications using
a common standardized maintenance database, which
is one level above the condition monitoring (CM) sys-
tems. OSA-CBM data can be directly mapped into
any OSA-EAI-compliant relational database mainte-
nance systems with ease, allowing better integration of

4http://www.mimosa.org/mimosa-osa-eai

CM and ALM systems. Examples of OSA-EAI com-
pliant commercial off-the-shelf (COTS) software are
Emerson Process Management RBMWare, Rockwell
Emonitor Odyssey and IBM Maximo Oil and Gas.

OpenO&M5 is another MIMOSA led initiative for
collaborating multiple industry standards organiza-
tion to harmonise the standards used for application
integration in operations and maintenance. Multiple
industry-focused JWGs exists under this initiative. Un-
til now, the OpenO&M technical committee has pro-
duced two specifications for connecting information
systems in the manufacturing domain, the OpenO&M
Information Service Bus Model (ISBM) and Common
Interoperability Registry (CIR) which are explained in
Section 5.

The work in [34] describes design and implemen-
tation of a system which integrates enterprise asset
management systems (using MIMOSA OSA-EAI and
OpenO&M CIR specifications) and condition monitor-
ing systems (using OPC UA). OPC UA data sources
interfaced with OSA-EAI web services, while the CIR
server facilitated the integration by mapping OPC UA
object types to keys that referred the OSA-EAI. An-
other group of researchers have implemented a remote
monitoring solution named Wapice Remote Manage-
ment (WRM) platform utilizing OPC UA, MIMOSA
OSA-CBM, and OSA-EAI [35].

An extensible condition monitoring software called
BUDS was implemented using OSA-CBM with focus
on vibration condition monitoring in [36]. The authors
further investigated the use of the MIMOSA OSA-
EAI database for implementing condition monitoring
systems, and also discussed the issues and challenges
faced during the development process. They concluded
that OSA-EAI is suitable for use as a condition moni-

5http://www.mimosa.org/openom-initiative

http://www.mimosa.org/mimosa-osa-eai
http://www.mimosa.org/openom-initiative
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toring database because it covers the major aspects of
condition monitoring, including asset and sensor reg-
istry management, measurement event management,
and storing raw and processed signals. In [37], au-
thors report their experience of implementing the OM-
AHA project using OSA-CBM and OSA-EAI. OM-
AHA project builds a demonstrator of physical health
management for a fleet of passenger aircraft and im-
plements a simple builder API for binary OSA-CBM
messages.

A software framework for prognostic health mon-
itoring of ocean-based power generation using MI-
MOSA CBM and EAI web services on vibration data
is implemented in [38]. In [39], authors have pro-
vided an adaption of OSA-CBM architecture for pro-
viding Human-Computer Interaction through mixed
interfaces. They have also proposed a methodology
for management and visualization of information us-
ing mixed reality for interaction with OSA-CBM mod-
ules. In addition to the above, many researchers have
adopted or extended OSA-CBM and OSA-EAI in their
implementations which demonstrates the wider adop-
tion of these open standards [40–47].

While standards for CBM are very important for
supporting CBPdM, they are not the whole story. To
achieve Maintenance 4.0 and improve decision mak-
ing (for both maintenance tasks and operational deci-
sions), CBM related information must be linked to its
wider context in other systems. For this, interoperabil-
ity across a wide variety of systems is necessary for
which there exists a multitude of standards across var-
ious domains, which will be discussed in the next sec-
tion.

4. Standardization in the Oil & Gas Domain

To achieve interoperability, a combination of pub-
lished standards and external reference data libraries
must be leveraged for format, protocol, content, and
services across numerous functional domains. No sin-
gle standards organization could realistically develop,
publish and manage all of the standards that are needed
for achieving standards-based interoperability in such
a scenario as each typically operate within their own
functional domain, whereas the overall interoperability
scenario is cross-domain. MIMOSA has been leading
efforts to establish pragmatic standards, specifications,
and methods so that complex platforms, plants and fa-
cilities can be better modeled, monitored and man-
aged across their life-cycle based on published, open,

supplier-neutral standards. This led to a collaborative
effort to define the OpenO&M Web Service Informa-
tion Service Bus Model (ws-ISBM) and the Open In-
dustrial Interoperability Ecosystem (OIIE) specifica-
tions, with its associated OGI Pilot.

The OpenO&M Initiative was formed by a Mem-
orandum of Understanding between ISA, MIMOSA,
OAGi,OPC Foundation, WBF/B2MML (now under
MESA), in order to help solve key problems related
to industrial interoperability surrounding operations &
maintenance. Individually, these industry standards as-
sociations developed standards supporting the entire
life-cycle of asset intensive plants, platforms and fa-
cilities, including modeling and managing the pro-
cesses themselves, the physical assets required to exe-
cute the processes and the IT/OT activities and infras-
tructure. Multiple industry-focused JWGs exists under
the OpenO&M initiative. Until now, the OpenO&M
technical committee has produced two specifications
for connecting information systems in the manufactur-
ing domain, the OpenO&M Information Service Bus
Model (ISBM) and Common Interoperability Reg-
istry (CIR) which are explained in Section 5. The
OpenO&M ws-ISBM and ws-CIR specifications can
be used to provide supplier neutral connectivity be-
tween the various systems focused on the informa-
tion exchanges and events being propagated through
Layer 3 of the Purdue Reference Model [48]. For ex-
ample, OpenO&M ws-ISBM can be used in any in-
dustry, as it allows the transmission of any informa-
tion model, including MIMOSA CCOM, ISO 15926,
MESA B2MML and OAGIS.

The foundation of an interoperability architecture is
standards, and the OIIE uses a portfolio approach in
leveraging both international and industry standards.
The selection of standards is based on their capabil-
ity to meet the industry-specified requirements, as well
as levels of industry adoption and community engage-
ment. The OIIE architecture also leverages a group
of other Internet oriented standards and recommen-
dations developed by the World Wide Web Consor-
tium (W3C), including basic requirements for web ser-
vices and modeling. All standards and specifications
included in the OIIE are licensed by the respective
organizations. Additionally, ISO Technical Commit-
tee 184 has formed Working Group 6 in order to de-
velop the official ISO Technical Specification (TS) for
Oil and Gas Interoperability (OGI). The TS documents
how to use a portfolio of existing standards and docu-
menting capabilities which are shown in the OGI Pilot.
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Fig. 2. OIIE alignment with other standards and standard bodies

The OIIE is the primary informative reference for ISO
18101.

Figure 2 gives an overview of how OIIE is alias-
ing with other standard bodies by either providing ref-
erence implementation for them or providing compli-
ance to them. OIIE also makes extensive use of ex-
ternal reference data libraries and provides compati-
bility to multiple data protocols and formats. OIIE is
working in close relationship with other relevant stan-
dard bodies such as OAGi, ISA, IEC and OPC Foun-
dation. Open Applications Group Inc. (OAGi)6 is an
open standards organization which publish standards
that help business applications talk to each other, typ-
ically focusing on Business-to-Business transactions,
through standardized messages for any business pro-
cess. OIIE uses Open Application Group Integration
Specification (OAGIS) Business Object Document
(BOD) architecture for message exchanges across the
enterprise service bus. OAGIS is a widely accepted
standard in supply chain domain which specifies a
standard way of passing data in and out of applications
using an XML format.

MIMOSA is adopting standards published by estab-
lished standard bodies such as ISO, IEC and ISA. The
International Organization for Standardization (ISO)7

6https://oagi.org/
7https://www.iso.org/home.html

develops and publishes worldwide proprietary, indus-
trial and commercial standards, while the Interna-
tional Electro-technical Commission (IEC)8 prepares
and publish International Standards for all electrical,
electronic and related technologies. The International
Society of Automation (ISA)9 on the other hand pro-
vides process manufacturing conceptual standards to
enable operations and maintenance process interop-
erability. There are multiple ISO standards that MI-
MOSA aligns with as listed in the Figure 2. With
regard to IEC standards, MIMOSA/OpenO&M has
adopted IEC 62264-6 Messaging Service Model to im-
plement their enterprise service bus (ISBM). Also, MI-
MOSA uses IEC 61360 as a reference data library
and provide industry standard data-sheet definitions
for IEC product data-sheets. Out of all the standards
published by ISA, MIMOSA specifically adopts ISA
95 10 which is used for developing an automated inter-
face between enterprise and control systems; and ISA-
TR20.00.01-2007 which provides specification Forms
for process measurement and control instruments in
the ISDD project11.

8https://www.iec.ch/
9https://www.isa.org/
10https://www.isa.org/isa95/
11http://www.mimosa.org/industry-standard-datasheet-

definition-isdd-project/

https://oagi.org/
https://www.iso.org/home.html
https://www.iec.ch/
https://www.isa.org/
https://www.isa.org/isa95/
http://www.mimosa.org/industry-standard-datasheet-definition-isdd-project/
http://www.mimosa.org/industry-standard-datasheet-definition-isdd-project/
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MIMOSA is also working with OPC Foundation in
a JWG to develop an OPC UA Information Model for
MIMOSA CCOM in which OPC UA brings informa-
tion from the factory floor and MIMOSA play its role
in Asset Management. The OPC Foundation12 creates
and maintains open standards for connectivity of in-
dustrial automation devices and systems. OPC Unified
Architecture (OPC UA) is a machine-to-machine com-
munication protocol for industrial automation devel-
oped by the OPC Foundation. It bridges the gap be-
tween the service-oriented enterprise IT systems and
the automation and control systems, including intelli-
gent devices. It is a key standard for Industry 4.0. The
prominent feature of platform independence makes
communication compatible for different types of hard-
ware and software applications [49].

MIMOSA OSA-CBM is a reference implementa-
tion of the ISO 13374 standard, which provides ad-
ditional details about data structures and the interface
methods. Similarly, MIMOSA OSA-EAI is a reference
implementation of ISO 18435 standard that defines
data structures for storing and exchanging information
about all characteristics of equipment into enterprise
applications.

The OpenO&M ws-ISBM is a standard implemen-
tation model for the IEC 62264-6 Messaging Service
Model. The MIMOSA SDAIR’s implementation sup-
ports the assignment, registration and system-wide use
of an ISO/IEC 9834-8 compliant Universally Unique
Identifier (UUID) for all technical objects, which are
used to identify an object throughout its life.

Reference Data Libraries (RDLs) provides inter-
operability among systems in an enterprise and also
across enterprises. OIIE utilize mappings to multiple
external RDLs in addition to MIMOSA CCOM RDL
as the system of record for any managed reference
data. As shown in Figure 2, OIIE make use of multi-
ple RDLs published by various organizations such as
ISO 15926, CFIHOS, ECCMA, IEC and Energistics.
ISO 15926-4 RDL13 provides a mechanism by which
consistent representation of engineering information
can be drawn from diverse international and national
standards including reference data. While ISO 15926
defines a general data model supporting complete as-
set life-cycle information, its emphasis and adoption is
centered around EPCs (Engineering, Procurement, and
Construction). ISO 15926 can be used in conjunction

12https://opcfoundation.org/
13http://15926.org/topics/reference-data/index.htm

with other standards for industrial data including ISO
8000 which is an data quality standard. ISO 8000 can
also be used in conjunction with other reference data
libraries, parts libraries and data dictionaries based on
international/industry standards.

Capital Facilities Information Handover Specifi-
cation (CFIHOS) RDL14 is built on the engineer-
ing information specification developed primarily by
the owner operator to provide a useful standard for
data handover for process industry community. Elec-
tronic Commerce Code Management Association (EC-
CMA)15 leads the development of ISO 8000, which is
an international standard for data quality and the ex-
change of material and service master data. ECCMA
also leads work on ISO 22745, which is a standard
for defining terminological dictionaries through map-
pings to standardized terms, and exchanging terms and
meanings, without specifying the content. For content,
ECCMA have developed an Open Technical Dictio-
nary (called eOTD) of cataloging concepts (sets of re-
lated terms) used to create unambiguous language in-
dependent encoded descriptions of individuals, orga-
nizations, locations, goods and services. It is based on
the NATO Codification System (NCS). IEC Common
Data Dictionary (IEC CDD)16 is a common repository
of concepts for all electro-technical domains based on
the methodology and the information model of IEC
61360 series. Energistics is an upstream oil and gas
open standards consortium which publishes the Unit
of Measure (UOM) Standard17 providing harmoniza-
tion of several industry UOM standards, such as POSC
Unit of Measure V2.2, RP66 V1 and V2, and Open-
Spirit Unit Dictionary V3.0.

MIMOSA keeps itself up-to-date with the latest
technological advancements on an as-needed basis by
providing compatibility to latest data protocols and
formats. Along these lines, MIMOSA is hosting an
OpenO&M Joint Working Group to initiate the work
to add RESTful Services to the existing MIMOSA and
OpenO&M specifications which are based on SOAP
and XML Schema. Similarly, MIMOSA is working to-
wards providing compatibility to popular (I)IoT pro-
tocols – MQTT and AMQP. The base types for MI-
MOSA CCOM XML Schema elements are derived

14https://uspi.nl/index.php/projects/frameworks-methodologies/
136-cfihos

15https://eccma.org/
16https://cdd.iec.ch/
17https://www.energistics.org/energistics-unit-of-measure-

standard/

https://opcfoundation.org/
http://15926.org/topics/reference-data/index.htm
https://uspi.nl/index.php/projects/frameworks-methodologies/136-cfihos
https://uspi.nl/index.php/projects/frameworks-methodologies/136-cfihos
https://eccma.org/
https://cdd.iec.ch/
 https://www.energistics.org/energistics-unit-of-measure-standard/
 https://www.energistics.org/energistics-unit-of-measure-standard/
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from core component types that are compatible with
the UN/CEFACT core component types. UN/CEFACT
core components were defined in a Core Compo-
nents Technical Specification (CCTS) developed by
the ebXML project now organized by UN/CEFACT
and ISO TC 154. The core components use several in-
ternational standards for the representation of seman-
tic and standardized information such as ISO 3166 for
country and region code, ISO 4217 for currency code,
ISO 8601 for date and time representation and so on.

MIMOSA is actively involved in building and pub-
lishing Industry Standard Data Definitions (ISDD)
project which aims to capture existing Industry Stan-
dard Datasheets (ISDs) as machine interpretable busi-
ness objects that are then fully re-usable, mappable
and extensible. ISDD project is capturing high-value
properties from existing, high-value ISDs published by
credible industry associations including API, ASME,
IEC, ISA, ISO, NORSOK and PIP.

While individual standards usually enable interop-
erability and cost savings in discrete functional do-
mains, much greater benefits are achieved as multiple
standards groups collaborate in appropriate industry-
focused and cross -industry efforts. There does not
exist any coherent standards-based architecture for
achieving interoperability among various components
of an enterprise business system, required to achieve
CBPdM. MIMOSA aims to achieve interoperability
of asset lifecycle information (including design, con-
struction, operations, maintenance, etc. information)
through the adoption of open information standards
across manufacturing, fleet, and facilities environ-
ments using OIIE as explained in next section.

Standards are not an end unto themselves. They
should help enable better, faster, cheaper solutions to
achieve and sustain operational excellence. There is a
complex mosaic of relevant existing and emerging IT
and IM standards, each of which evolve to meet spe-
cific requirements. The OIIE (explained in section 5
brings these individual efforts together, with the direct
participation and support of multiple participating in-
dustry standards organizations.

5. Open Industrial Interoperability Ecosystem

The Open Industrial Interoperability Ecosystem
(OIIE)[50] ties together the previously published MI-
MOSA standards and provides interfaces for the in-
tegration and use of relevant domain standards across
the ecosystem. An OIIE ecosystem crosses system,

OEMs
Owner/
Operators

EPC Firms

Make/Model,
Asset information =⇒

⇐= Monitoring, Diagnostics,
and Prognostics

⇐=
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=
⇒

⇐
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&
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Fig. 3. Connections between organisations in the Oil & Gas Domain

software, and organisational boundaries to create a
managed, distributed, federated System of Systems
such as that required for the exchange of information
between EPC (Engineering, Procurement, Construc-
tion), Owner/Operators, and OEM (Original Equip-
ment Manufacturer) companies for the design, con-
struction, operation, and maintenance of process plants
in the Oil & Gas domain (refer Figure 3). The key
components of the OIIE are briefly described in the
following.

OpenO&M ws-ISBM (Web-Service Information Ser-
vice Bus Model, which defines Web Services for an En-
terprise Bus that supports both inter-/intra-enterprise
communication through multiple modes, including re-
quest/response and publish/subscribe. The ISBM pro-
vides the backbone upon which the OIIE operates. The
original standard18 defines a set of SOAP/XML-based
web services for configuring an ISBM instance and ex-
changing messages across it. The ISBM supports se-
curity at the transport layer via SSL/TLS and channel
authorisation through token-based security.

MIMOSA CCOM (Common Conceptual Object
Model), formerly part of the OSA-EAI [51], is the
primary means of exchanging asset information in
an OIIE. It provides a conceptual model and XML
Schema for the exchange of asset life-cycle data, in-
cluding: design (functional locations, requirements,
etc.), serialised assets (built/installed assets, models,
and their properties), CBM19 (measurements, sig-
nals, alarms, etc.), and work management (work or-

18http://www.openoandm.org/ws-isbm
19The CBM related elements of CCOM are compatible with but

not as detailed as OSA-CBM. In CCOM, the focus is on what infor-
mation needs to be shared between systems to link it to it context.

http://www.openoandm.org/ws-isbm
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ders, plans, etc.). It leverages other standards such
as the UN/CEFACT Core Component Types and
OAGIS Platform Specification. In particular, messag
exchanges are performed primarily in the form of the
OAGIS Business Object Document (BOD) format20,
which provides a standardised message format com-
prising message metadata, the verb or action to be per-
formed, and a noun or object on which to perform the
action. CCOM 4 defines BODs for general querying
as well as BODs developed to address the use-cases
defined for the OIIE.

Management and administration is an important as-
pect of an OIIE. As more and more systems/devices
are connected, the complexity of the ecosystem grows
and it has been recognised that the ability to config-
ure, manage, and govern the ecosystem as a whole is
required. Such management becomes the responsibil-
ity of the Ecosystem Administrator and helps to ensure
data integrity and compliance. There are several com-
ponents that assist the administration of the ecosystem:

1. The SDAIR (or Structured Digital Asset Interop-
erability Register) specification defines the func-
tionality required for the management of Master
Data available to applications in the OIIE for as-
set lifecycle and facilities management. Chiefly,
it enables the registration of unique identifiers
(UUID) for entities to be used consistently in
CCOM exchanges across the OIIE; management
of Systems of Record, which ensure data is mod-
ifiable only by the system that has the right to
do so; supports Management of Change to en-
sure that a full audit log is available for asset con-
figuration changes published by applications in
the OIIE; and facilitates the mapping of property
sets to an organisation’s internal definitions. An
SDAIR is typically provisioned with data during
Engineering handover and Operations and Main-
tenance Provisioning.

2. The OpenO&M ws-CIR (Common Interoper-
ability Register)21 provides a SOAP/XML Web
Service interface for the mapping and retrieval
of identifiers used by different systems within an
OIIE instance. Such an interface allows standard-
ised and simple translation of identifiers, for ex-
ample, between those of an internal application,
standard data dictionary, or reference data library

20https://oagi.org/
21http://www.openoandm.org/ws-cir

and the CCOM UUIDs used in exchanges across
the OIIE.

3. The Service Directory specifies a Web Service
interface that provides configuration and regis-
tration of services with the ISBM. Such cen-
tralised configuration allows the Ecosystem Ad-
ministrator to specify the applications, which
services they support, their scope, the exchange
modality (i.e., request/response or publish/subscribe),
and the associated ISBM endpoint, channel,
topic configuration. Applications can then query
the Service Directory to dynamically determine
what channel/topic/request mechanism it should
use to retrieve or publish necessary data.

Transformation is the final piece in the OIIE to sup-
port interoperability between a large number of dis-
parate systems and devices. The transformation com-
ponent can be configured as part of the OIIE just as
any other system/application; however, its purpose is
to transform the data it receives over the ISBM to the
desired format (usually MIMOSA CCOM) and out-
put the result to another channel/topic on the ISBM
according to its configuration. Such an approach has
been demonstrated to work in the 2012 OGI Pilot, in
which the UniSA Transform Engine [52] was used to
transform engineering design data from multiple ven-
dor formats into CCOM during digital handover and
provisioning of O&M systems.

Using these components, the OIIE aims to produce
a truly plug-and-play environment, where vendors of
COTS software can provide OIIE compliant adaptors
rather than individual end-user organisations develop-
ing large numbers of point-to-point adapters.

MIMOSA has developed the OIIE around a use-
case-based architecture through consultation with in-
dustry partners. The use-cases help drive the defini-
tion of scenarios and events (i.e. message exchanges)
that the OIIE must be able to support (but are not
necessarily required in every implementation/instance
of the OIIE). This use-case-based approach allows
the incremental development of standardised capa-
bility for the OIIE, demonstrated through the ongo-
ing ‘Oil & Gas Interoperability Pilot’ (or OGI Pi-
lot). Previous phases of the OGI Pilot have demon-
strated the digital handover of design information from
EPCs to Owner/Operator systems between differing
standards22. An ISO Technical Specification is being

22http://www.mimosa.org/news/recording-live-oil-gas-
interoperability-ogi-phase-1-pilot-demonstration

https://oagi.org/
http://www.openoandm.org/ws-cir
http://www.mimosa.org/news/recording-live-oil-gas-interoperability-ogi-phase-1-pilot-demonstration
http://www.mimosa.org/news/recording-live-oil-gas-interoperability-ogi-phase-1-pilot-demonstration
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worked on by ISO TC184/WG6 to provide guidelines
for sharing design information between standards.

Previously defined CBM use-cases and scenarios,
where work orders are triggered automatically as a re-
sult of condition monitoring, are defined at a higher-
level between the “Maintenance Management System”
and the “Work Management System” (in whatever
form they are realised). With the OIIE, MIMOSA aims
to extend CBM use-cases and scenarios to ensure sup-
port for (I)IoT devices and Predictive Maintenance.

6. OIIE as an architecture for IIoT and CBPdM

One of the common assumptions for IIoT (Industry
4.0) environments is that standards and interoperability
are a given (e.g. [53, 54]). As the OIIE is a platform for
(open) standards-based interoperability, its application
to an IIoT environment is a natural fit and is a natural
evolution of the original architecture [55]. The progno-
sis and health management (PHM) system of the OIIE
architecture is responsible for predicting the impend-
ing faults and to determine the remaining useful life of
machinery. An efficient PHM can significantly speed
up fault diagnosis by pin-pointing which parts of the
machinery are most likely to fail and will need main-
tenance, thereby achieving CBPdM.

Figure 4 illustrates the OIIE architecture. The top
of the diagram shows the different activities or sys-
tems involved in the lifecycle operations of a plant
or facility. Each of these ‘activities’ may be a sys-
tem or comprise Systems of Systems that can com-
municate directly with one another or through the
ISBM. Moreover, the communication between sys-
tems may be intra- or inter- Enterprise. In the cen-
tre, the ISBM facilitates communication between
the different components through web-services sup-
porting both request/response and publish/subscribe
modalities. While the initial specification defined
SOAP/XML web-services, the ISBM specification is
being revised to incorporate more lightweight REST-
ful/JSON web-services in an extensible fashion that
will support the integration of other data formats and
protocols in support of direct IIoT connections.

In the middle, the figure illustrates the myriad of
connections that may occur between different compo-
nents, IIoT devices, and the ecosystem as a whole (via
the ISBM). It is common that the lower level automa-
tion and control networks (Layers 2 and below of the
Purdue Reference Model [56]) are separated from the
rest of the business network (Layers 3 and above of the

Purdue Reference Model) by trusted systems. These
trusted systems are often connected by local IIoT con-
nections, field networks, or some other combination.
The higher-level systems will then communicate with
the rest of the OIIE via the ISBM. However, with the
introduction of (I)IoT, the barriers are broken down
slightly, with devices more typically preferring more
direct connections to one another and higher-level sys-
tems. This is illustrated to the left of the diagram. This
does not eliminate the need nor use of the OIIE, how-
ever, as it is still important to manage and govern the
overall ecosystem. In that light, the OIIE can be used
to manage negotiated access to the trusted systems for
IIoT devices that exist outside of it.

The bottom of Figure 4 shows the connections to
both industry-wide and enterprise specific reference
data libraries (RDLs). Each of these components may
comprise multiple RDLs of different origins and pro-
vide shared context for data exchanges in terms of
common classes, terminology, and taxonomies. In par-
ticular, this includes metadata for IIoT devices. An-
other initiative of MIMOSA is the Industry Standard
Data Definitions project (or ISDDs) which aims to pro-
vide a common basis for the digital capture and ex-
change of datasheet oriented properties typically pub-
lished by standards organisations such as ISA, API,
IEC, etc. The ISDD project covers the representation
of property sets, their definitions, and exchange based
on CCOM. This same architecture can be used to rep-
resent the IIoT device metadata in RDLs as well as
the definition of the data transmitted by IIoT devices.
Moreover, capable IIoT devices can use such stan-
dardised definitions to exchange data directly with the
OIIE.

Its core set of features addresses all of the principles
of Industry 4.0 identified by Hermann et al. [9]:

Interoperability is the primary goal of the OIIE,
in particular, standards-based interoperability. In
the context of IIoT, this interoperability will in-
cludes a combination of device-to-OIIE, device-
to-system, and device-to-device connectivity.

Virtualization relates to the need to have a ‘virtual
copy’ or digital twin of the system and processes.
Creating and maintaining such a digital twin is
one of the driving forces behind the OIIE as it
provides the context required to support systems
and services such as CBPdM.

Decentralization is provided as an OIIE instance
comprises a System of Systems; there is no cen-
tralisation of decision making or data. The result
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Fig. 4. OIIE Architecture for IIoT. Green components indicate MIMOSA standards and specifications; yellow components highlight IIoT and
Maintenance related aspects of the architecture.

is a federated distributed system. However, man-
agement of the whole ecosystem is required for
quality assurance and traceability. Such function-
ality is provided by the OIIE administration com-
ponents.

Real-time Capability is required for data analysis
and automated decision making to, for example,
react to failures. This is supported in the OIIE
by not requiring all communication to occur over
an ISBM, which may not be real-time capable.
This allows real-time systems to be directly con-
nected to data sources for rapid decision making,
while data and events are propagated more slowly
across the OIIE to higher-level systems for other
forms of analysis and decision making.

Service Orientation is present in the OIIE as the core
standards upon which it is built have been de-
signed using Service-Oriented Architecture prin-
ciples. As such, the OIIE has been designed with
service-orientation in mind. At the core sits the
ISBM, which provides intra- and inter- Enterprise
data exchanges through web services.

Modularity is natural to the OIIE as it is a feder-
ated distributed system that aims for plug-and-
play capability of a variety of systems and soft-
ware, including COTS. The core standards and
specifications define interfaces and methods of
data exchange, leaving the implementation de-
tails of individual components up to the organisa-

tions involved. This achieves maximum flexibil-
ity in the ecosystem by allowing an organisation
to change components while maintaining inter-
operability across the ecosystem through the use
of standardised interfaces, exchange mechanisms,
and adaptors.

Security is provided by the OIIE in several ways. The
core specifications define requirements that must
be met in the OIIE such as the use of SSL/TLS for
communication security; security tokens to man-
age the authorisation of systems to communicate
across channels of the ISBM; role-based security
for both people and systems in the OIIE; manage-
ment provided by the OIIE Ecosystem Adminis-
trator.

Fulfilling these principles puts the OIIE architecture
in an excellent position to support IIoT environments
and Condition-based Predictive Maintenance. The se-
quel describes how the architecture can support this
based on an OIIE use case that will be verified in the
upcoming OGI pilot.

7. OIIE CB(Pd)M Use Cases

The definition of the OIIE includes standardized in-
teroperability use-cases to describe the system, mes-
saging, and data requirements necessary to achieve
useful and demonstrable functionality for enterprises
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in the process industry. A key set of uses-cases to
be validated by the upcoming OGI Pilot phases re-
volve around Condition-Based Maintenance. These
use cases will cover a broad range of CBM activities
starting with the acquisition of measurement data from
a variety of sensor/device types, through alarm trigger-
ing, health assessments, diagnostics/prognostics, cre-
ation of advisories, and the resulting maintenance ac-
tivity. A point to note is that, while the use-case focuses
on condition data, most of what it covers is equally ap-
plicable to operations data.

For brevity we present the CBM use-case as a
whole, rather than the individual use-cases that cover
reusable portions of functionality. In the context of the
OIIE architecture, breaking down the use-cases into
logical chunks allows systems implementors to control
how much they must implement by conforming to only
those use-cases they deem necessary for the function-
ality they provide.

For primary activities of the use case we assume
that the various systems are not integrated and per-
form most communication in using CCOM (in partic-
ular BODs) over an ISBM. Different groups of sys-
tems may be implemented by vendors with internal in-
tegration; however, such implementations should make
their information available to other OIIE participants
via the interoperability interfaces both individually and
as a whole. This allows the OIIE architecture to pro-
vide modularity and choice of components by support-
ing interoperability between systems that are not inter-
nally integrated by a single vendor. Although we typi-
cally limit our discussion to CCOM-based message ex-
changes in the following, it does not mean to say that
all inter-systems communication must be performed
via the ISBM using CCOM.

7.1. CCOM BOD Messages and the ISBM

MIMOSA CCOM has adopted the OAGIS Business
Object Document (BOD) Message Architecture [57]
(part of the OAGIS open standard) for message ex-
changes in the OIIE23. The BOD message structure
provides a smart wrapper that supports data and (ex-
tensible) meta-data to be exchanged in a protocol in-
dependent manner. This is useful when communicat-
ing via an enterprise bus, such as the ISBM, and
supports consistency across different protocols, e.g.,
SOAP-based web services or REST/JSON API.

23Other styles of messaging are supported based on requirements
such as efficiency, size of data etc.

BOD

Data Area

Application Area

Noun

Verb

MIMOSA CCOM

Fig. 5. BOD Message Structure (adapted from [57])

The basic structure of a BOD is illustrated in Fig-
ure 5, in which MIMOSA CCOM is shown to be used
for the payload content of the message inside the noun.
The different aspects of a BOD are:

BOD envelope for the entire message.
Application Area meta-data of the message, includ-

ing common fields (e.g., unique message identi-
fier) as well as application specific data.

Data Area the business data, including operation to
be performed and the data on which to perform it.

Verb the operation or action to be performed on
the data.

Noun the business data to be operated on or used
to perform the operation, which consists of
MIMOSA CCOM data structures.

There are many different verbs described in the
OAGIS specification; however, CCOM BODs typi-
cally only involve a subset of the verbs, including: Get,
Show, Sync, Process, Acknowledge, and Confirm. The
different verbs map to the different message exchange
modalities of the ISBM, i.e., request/response and pub-
lish/subscribe. The following is a brief description of
the verbs and the exchange modality to which they are
mapped:

Get/Show is a pair of verbs for query/response type
messages, where the noun typically denotes the
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thing being queried. For example, GetMeasure-
ments/ShowMeasurements BODs would query
for (CCOM) measurement data and return the
matching data. The Get/Show verbs are used over
the request/response exchange mechanism of the
ISBM.

Sync verb indicates the update of data between sys-
tems and should originate from the system that
controls the data, i.e., the system of record. The
Noun is the data to be updated, e.g., SyncMea-
surements would be used to publish (CCOM)
measurement data to interested systems. Sync is
mapped to the publish/subscribe mechanism of
the ISBM.

Process/Acknowledge that are a pair of verbs used
when the receiving system must perform some
processing on (or using information from) the
provided noun. In CCOM, this is used for RFIs
(request for information) and initiation of work
orders, for example: ProcessRequestForWork/
AcknowledgeRequestForWork, which initiates
the creation of a work request (and subsequently
a work order) where the acknowledgment pro-
vides the work request allowing the status to be
tracked later. This pair of verbs is mapped to
the request/response exchange mechanism of the
ISBM.

Confirm is a special verb for responses to other BODs
to indicate success or failure, independent of the
expected type of BOD response. Part of the ap-
plication data area of each BOD is an indica-
tor for when a confirmation should be sent, with
possible values being: never, always, or on er-
ror. Using always between systems in the OIIE
can be useful as systems will often queue re-
quests for alter processing, not necessarily re-
spond immediately. For example, a system that
receives a ProcessRequestForWork BOD may re-
spond with an immediate Confirm, but cache the
request for later, eventually responding with a
AcknowledgeRequestForWork BOD once the re-
quest has been fulfilled.

CCOM defines BODs covering various aspects of
the model and required interoperability scenarios. For
example, BODs for querying configuration informa-
tion (i.e., functional locations, serialized assets, etc.),
processing requests for information or maintenance
tasks, querying and publishing condition data (i.e.,
measurement data, alarms, advisories, etc.), and pub-
lishing events (i.e., asset installation events, etc.).

7.2. Mapping CCOM to the ISO 13374 CBM Stack

An important aspect of the architecture is that the
standards incorporated into the OIIE typically define
information models and data exchange between sys-
tems but not the processing that occurs within a sys-
tem. Therefore, we do not describe how to perform
CBPdM, rather we describe how to exchange data be-
tween all the interrelated systems to support the sys-
tems that perform CBPdM.

Table 2 shows the mappings to each functional block
of the ISO 13374 CBM stack, including both con-
textual configuration information and data resulting
from the processing of each block. The first block,
data acquisition, has no mapping as sensors/devices
these days handle their own analog to digital conver-
sion. Moreover, CCOM handles the exchange of in-
formation at the higher-level, where the data of inter-
est has already been associated with useful descrip-
tors and context, such as virtual sensor measurements.
This occurs at the data manipulation level. At this level
there are configuration aspects to consider (such as sig-
nal processing setups for FFTs, and the flow of data
through ports captured by the algorithm related classes
of the model) as well as the generated measurement
data associated with its context (such as the logical
measurement location for a physical or virtual sensor).
By associating measurement data with its context and
overall configuration (i.e., which assets are installed
on which functional locations at some time), systems
are able to trace when/where a measurement was taken
from a sub-component to a component, possibly ag-
gregating all the way to an entire unit or area.

At the state detection block, CCOM represents the
configuration of alarm settings, for example, as re-
gions, while actual (triggered) alarms are represented
using events and triggered regions that are associated
with the measurements, and measurement location to
which they relate. The outcomes of the health assess-
ments block are represented as CCOM Health Assess-
ments and Remaining Life Assessment. Such assess-
ments are related to their context including the serial-
ized asset or functional location to which they relate
and the agent (person or intelligent system) that cre-
ated the assessment.

Remaining life assessments may also be generated
by the prognostic assessment block along with pro-
posed events, i.e., possible events that may have or will
occur that help explain other events, measurements,
etc. Finally, the outputs of the last block, advisory gen-
eration, can be shared with other systems as CCOM
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Table 2
ISO 13374 CBM Stack Basic Mapping to MIMOSA CCOM Classes

CBM Level Related CCOM Configuration Classes Related CCOM Data Classes

Data Acquisition — —
Data Manipulation Signal Processing Setups, Algorithms Measurements (e.g., SingleDataMeasurement, FFTMeasurement)
State Detection State Regions (Alarm Settings) Triggered Regions (Triggered Alarms) and Events
Health Assessment — Health Assessments, Remaining Life Assessments
Prognostic Assessment — Remaining Life Assessments, Proposed Events
Advisory Generation — Recommendations

recommendations. For example, if a prognostics and
health management system were to receive a proposed
event indicating that there will be a likely failure of
an asset in the near future, then it may produce a rec-
ommendation that the asset be shutdown and replaced
before that time.

7.3. Example CBPdM Overview

An overview of the activities involved in the CBM
use case is illustrated in Figures 6 and 7. For simplic-
ity the activities of different systems are shown as lin-
ear processes; however, each can be considered a sub-
process that is executing in a loop in parallel with the
others. Communication between systems in this archi-
tecture is primarily through BOD messages over an
ISBM in various configurations. As such, data flows
are not shown when messages are sent using the pub-
lish/subscribe method to emphasize the independence
of the different systems. Data flows are illustrated,
however, when the request/response method is used,
even though communication is still via the ISBM.

As you move from left to right in Figure 6 and Fig-
ure 7, the systems progressively perform functions at
higher-levels of the CBM stack (refer Figure 1): from
data acquisition, through data manipulation, state de-
tection, etc., to advisory generation. The right-most
system is outside of the CBM stack and demonstrates
the result of producing an advisory: that is, a mainte-
nance work order is triggered to remove and replace
an asset. This results in configuration change, which
is important for CBPdM as it may affect the analyt-
ics. For example, replacing an installed asset that has
sensors on board means the new asset includes a new
set of sensors. The new sensors may have different
firmware or be calibrated at different times using a dif-
ferent technique, etc., which may result in the mea-
surements related to the asset/functional location being
different from the previously installed asset. If none of
this is known the predictive analytics may, at best, rec-
ommend maintenance be carried out on the asset or, at

worst, recommend the replacement of the asset again
because it “thinks” the asset is faulty.

7.3.1. Sensors and Devices
There are two types of sensors/devices considered

as being part of an OIIE: (1) sensors that are consid-
ered to be trusted, such as those installed within a plant
and connected directly the automation and control sys-
tems (possibly through) a bus; and (2) IIoT sensors that
are outside of the trusted systems, which may include
hand-held measurements devices, sensors that are ex-
ternal to the organization, etc. The latter may inter-
act with the enterprise in different ways such as sim-
ply sending measurements to the “cloud” (where other
systems can query the data24) or by negotiating access
to the trusted systems and communicating via the au-
tomation bus or directly with other devices.

For most industrial applications, it is expected that
the communication at the sensor/device level will
leverage OPC UA. An OPC UA server will then pub-
lish measurements and triggered alarms, etc., to the
ISBM through an adapter for consumption by other
systems in the wider ecosystem. Conversely, a query
for historical data may come from another system
across the ISBM, which will be handled by the OPC
UA server via the adapter. Other standard commu-
nications protocols may be used as well, such as
MQTT (ISO 20922) for device-to-device communica-
tion; similarly, an adapter can listen to events of inter-
est and publish them to the ISBM and vice versa.

Depending on the capabilities of a device, some lo-
cal processing from functional blocks higher up the
CBM stack may be possible. For example, a device
may be able to directly identify an alarm condition
and publish that itself, without relying on the OPC UA
server or other control or condition monitoring system.

24Even in this case some for of trustworthiness is required for the
data to be used effectively.
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Trusted Sensor/Device IIoT Sensor/Device Condition Monitoring System

Take Measurements Take Measurements
Query/Receive

Measurement Data

Publish Measurements,
States (e.g. Alarms)

Check Authorization
Analyse

Measurements

Get
Authorization yesno

Publish States (e.g. Alarms),
Health Assessments,

Filtered Measurements

Publish Measurements,
States (e.g. Alarms)

authorize
d?

Fig. 6. Activities performed by systems in Condition-Based Maintenance

7.3.2. Condition Monitoring
A Condition Monitoring System (CMS) is a concep-

tual aggregation of systems that perform functions re-
lated to the state detection ad health assessment blocks
of the CBM stack. In addition, it may support the
automated sensing of asset removal and installation
through monitoring of the connected devices.

In Figure 6, the main job of the CMS is to retrieve
measurement data—either through querying measure-
ment data from other systems/devices via the ISBM
or by receiving published measurement data over the
ISBM—and analyze it to detect alarm or error states
based on its configuration details. In addition, the CMS
may perform analysis of the health state of an asset. Fi-
nally, it publishes condition measurement25, state, and
event data to other systems—or allows those systems
to query for it.

The CMS may also detect device removal and instal-
lation automatically when maintenance is performed
(illustrated in Figure 8). These events can be published
to the Maintenance Management System (MMS) for
reconciliation against those recorded by the Mainte-
nance Technician performing the work and/or pub-
lished to the SDAIR to ensure up-to-date configuration
information about the state of the assets in the enter-
prise.

25Not all measurement data would be published, but subsets of
interest to other systems.

7.3.3. Operational Risk Management (Prognostics &
Advisories)

The Operational Risk Management System (ORM)
is a collection of systems that fulfill functions across
the Health Assessment, Prognostic Assessment, and
Advisory Generation blocks of the CBM stack. Col-
lectively these systems query for, or receive published,
measurements, alarms, and events to determine the
health state of assets, including estimation of remain-
ing life, perform diagnostics and prognostics to iden-
tify incipient or potential faults, and publish advisories
regarding recommended maintenance activities to the
Maintenance Management Systems. These activities
are displayed in Figure 7.

The advisories can also be received by Control Sys-
tems to notify them that a asset should be/is being shut
down and the ORM will notify them when the main-
tenance is complete and the asset can be brought back
online.

7.3.4. Maintenance Management
The Maintenance Management Systems (MMS) as-

sist in the scheduling, creation, and execution of work
orders. They can interact with a variety of systems that
may trigger various maintenance activities or for rec-
onciling detected events against work orders. The in-
teroperability of all these systems within a common
context, provided by the managed configuration, i.e.,
digital twin, of the SDAIR and the wider ecosystem,
is essential for CBPdM as it is not just about the mea-
surement data received from sensors.
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Operational Risk Management System Maintenance Management System

Query/Recieve
Condition State
and Event Data

Analyse Data

Publish Diagnostics,
Prognostics, Advisories

no yes

Send Request for Work Receive Request for Work

Receive and record
Work Request

Create and
Respond with
Work Request

Generate Work
Order Schedule

Receive and record
Work Order for

stored Work Request

Create and Publish
Work Order

Receive Status Update
(Work Completed)

Receive Work Completion
for stored Work Order

Publish Work Completion

Notify Control System

advisory
generated?

(1)

Request for Work

Work Request

Fig. 7. Activities performed by systems in Condition-Based Mainte-
nance. The annotation (1) refers to the separate Figure 8.

A simple work-flow for removing and replacing an
individual asset is shown in Figure 8. This expands
on what occurs between the MMS publishing a work
order and receiving a notification that the work has
been completed (bottom right of Figure 6). This pro-

cess is important as it illustrates the event-driven up-
date of the configuration managed by the OIIE instance
through the publishing of remove and install events.
The SDAIR can listen to these publications to ensure
it maintains a consistent reference point of the digital
twin that it not necessarily present in any specific par-
ticipating system. Furthermore, it illustrates the “sens-
ing” of the remove and install by a monitoring system.
These events can be reconciled against those recorded
by the MMS for auditing purposes or used to automat-
ically publish work status updates.

7.4. Remote Monitoring

An important aspect of the overall OIIE architecture
is the interoperability and decoupling that comes about
due to the exchange of information over an ISBM
that supports both intra- and inter-enterprise process
flows. For example, the health and prognostics assess-
ment systems do not have to be present within the
boundaries of the Owner/Operator. Rather, it is possi-
ble for companies to provide remote monitoring and
assessment services by exchanging information via the
ISBM (possibly a pair of ISBMs bridged using a stan-
dard protocol like AMQP, ISO 19464) without needing
to support all of the native formats and interfaces of the
installed sensors/devices. The architecture supports ar-
bitrary combinations as well. For example, a special-
ist company may install and configure its own sensors
which it monitors remotely and sends prognostics and
advisory information to the Owner/Operator, while the
Owner/Operator monitors and manages other sets of
sensors and generates prognostics and advisories inter-
nally. Moreover, the two companies may allow vari-
ous degrees of information sharing (configuration in-
formation, property information about the assets and
their models, etc.) enabled by the overall architecture
based on contracts between the companies.

8. Conclusions and Future Scope

Implementation of Industry 4.0 is driven by the re-
cent advances in cyber-physical systems, cloud com-
puting, big data and industrial wireless networks. The
IIoT is increasingly being adopted by industry to sim-
ulate production processes, remotely control machines
and monitor the operations. Actionable insights ob-
tained from industrial analytics are one of the pivotal
means for achieving intelligent operations and mainte-
nance. Intelligence here refers to making optimal deci-
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Sense removal of asset
Record removal
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remove event
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Install new asset at
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install event

Publish install event

Work Order signed-off
by Operations

Recieve configuration
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Fig. 8. Remove/Replace Activities, corresponds to the annotation (1) in Figure 7.

sions for both automated and human-in-the-loop deci-
sion making. Sensors track certain KPIs with the help
of the IIoT and the digital twin of an asset is used
for comparing the measured and trending values with
ideal model values. Any deviation from the bench-
mark is easily detected and appropriate alerts or warn-
ings are raised. Thus, the maintenance team is alerted
for possible intervention before the equipment breaks
down. This leads to optimum decision-making, im-
proved intelligent industrial operations, and creation of
new business values.

A single system cannot carry out the basic steps
for achieving CBPdM which involves continuously
monitoring the condition of a healthy system, issu-
ing an alert if a variation is detected and generat-
ing maintenance work advisories based on the current
and historical condition of the system. Systems like
condition monitoring system, operational risk man-
agement system and maintenance management sys-
tem must interact with each other and with the digital
twin of the device/equipment/component for achiev-
ing reliable CBPdM. The digital twin provides the re-
quired context to the operational/condition history of
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the equipment usage and performed maintenance ac-
tivities. This context helps in giving better accuracy
for the prediction of maintenance work. It is pivotal to
maintain operational context in dynamically changing
environment. Furthermore, interoperability of the as-
set management systems is crucial in achieving accu-
rate diagnosis and prognosis as it can highly augment
the data received from assets. The prognosis and health
management (PHM) system of the OIIE architecture is
responsible for predicting the impending faults and to
determine the remaining useful life of machinery. An
efficient PHM can significantly speed up fault diagno-
sis by pin-pointing which parts of the machinery are
most likely to fail and will need maintenance, thereby
achieving CBPdM.

In this paper, we have discussed multiple standards
each of which is trying to address different part of the
industry’s requirements. There is a significant need to
fill gap in these existing standards by identifying rel-
evant standards and using them together in a repeat-
able scalable manner. The foundation of an interop-
erability architecture is standards, and the OIIE uses
a portfolio approach in leveraging both international
and industry standards. The OIIE-based architecture is
at its core an interoperability solution that enables de-
vices and systems to communicate effectively in both
inter- and intra- enterprise contexts using a variety of
standards, data models, and exchange protocols. OIIE
follows the levels traditionally identified in the Purdue
Reference Architecture, ISO 18435-1 and IEC 62264,
while also including the flexibility and adaptability
needed for IIOT, cloud platforms, and digital ecosys-
tems. MIMOSA collaboratively leads the OIIE effort
in conjunction with other industry standards bodies,
industry associations, software suppliers, system inte-
grators, EPC contractors and academia.

Further, we explained the OIIE architecture which
supports the IIoT requirements and reuses existing
open standards of CBM, EAI and others to support
CBPdM. We have outlined various standards related to
the condition monitoring systems and showcased how
OSA-CBM and OSA-EAI are used by research com-
munity to complement other standards. The OIIE is
an outgrowth of several related industry standardiza-
tion activities, each of which is addressing a part of
the industries requirements for standards-based inter-
operability. We have showcased how OIIE is bringing
these individual efforts together, with the direct partic-
ipation and support of multiple participating industry
standards organizations. A detailed use case of CBM
was explained, detailing the various involved activities

and discussed how OIIE achieves it. The future scope
of our research will be to support prescriptive main-
tenance, where in addition to generating a condition
based maintenance work request, a pre-defined work-
order or solution package is also included in the gen-
erated work request providing details of how to carry
out the maintenance work. This solution package will
specify the exact required resources of materials, tools,
documents and labor required to complete the mainte-
nance job.
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